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The rapid expansion and widespread adoption of digital media
have created an environment of information overload with
significant socio-political consequences. Enhancing media
literacy is therefore essential: individuals must learn to recognise
different forms of falsehood so that information itself need not be
feared; managing information flows and detecting disinformation,
misinformation and malinformation enables societies to meet
contemporary challenges.

Fake news is an umbrella term for false or misleading
content (articles, images, videos) that seeks to deceive or attract
attention. It can include misinformation, disinformation and
malinformation. “Fake news” denotes information produced from
inaccurate or fabricated details; it may take the form of an article,
image or video. Individual social media users and automated
accounts (bots) frequently propagate such material. At first
glance, false information can appear authentic; its persuasiveness
depends largely on the skill of its creator. Fabrication may be
individual or collective, accidental or deliberate, and motivated by
personal or client interests. Fake news involves manipulating
audiences through disinformation, a practice characteristic of
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“yellow journalism” (Pulitzer and Hearst) and historical
propaganda.

Disinformation, misinformation and malinformation are
distinct subtypes of fake news. Disinformation is deliberately
fabricated or manipulated content (text, audio, video), including
orchestrated rumours and conspiracy theories, produced to be
perceived as fact and to influence public opinion for political,
economic or personal ends. Misinformation is false or inaccurate
information circulated without intent to deceive; the distributor
believes it to be true. Malinformation is genuine information
(often private or sensitive) disclosed with malicious intent to
harm, intimidate or cause distress. Today, it frequently appears in
contexts of online harassment and has criminological
implications. In Georgian, these three categories are often
translated under a single term—commonly rendered as
“disinformation”—which  collapses  important  conceptual
distinctions.

Deliberate dissemination of false information is an ancient
practice. An early example is a widely circulated false story from
Trento (Easter 1475) linked to Saint Simon of Trento. The lexical
history is also instructive: the phrase “fake news” appeared in US
newspapers in the 1890s to denote false items, but the term
regained prominence during the 2016 US presidential campaign.
The Explanatory Dictionary of American English cites examples
from The Cincinnati Commercial Tribune, The Kearney Daily
Hub and The Buffalo Commercial in 18901891, using the term to
denote false information in articles.

The modern political use of “disinformation” is commonly
traced to Soviet state practice in the 1920s; the term then entered
broader English usage during the Cold War. Digital technologies
have produced new vectors of falsification—trolls, bots and
deepfakes among them.

There is no universally accepted classification; thus,
scholars and practitioners disagree. This conflict encourages the
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spread of informal labels on social networks. Notable forms

include:

Clickbait: articles that use sensational headlines and
fragmented text to drive page views. It provokes
curiosity and delays resolution—Ilike Shahrazad in The
Thousand and One Nights—often stretching the story
and sacrificing accuracy.

Propaganda: deliberately tendentious material designed
to mislead and advance a political agenda. Its
techniques date back to Rome: Caesar used the Acta
Diurna to spread information favourable to him. The
phrase “publicare et propagare” (publish and distribute)
appeared in that context.

Satire and parody: humorous or satirical pieces that
mimic news forms; although they spread rapidly
through alternative media, scholars generally do not
classify them as fake news. The feuilleton, as a
journalistic genre, is never classified as deceptive
journalism since it is premised on critical commentary
and engagement with facts rather than deliberate
falsification. Examples of satirical outlets include The
Onion (US), The Daily Mash (UK) and Waterford
Whispers News (WW News, Ireland).

Sloppy journalism: dissemination of unverified
material by professional reporters.

Misleading headlines: sensational or ambiguous
headlines that misrepresent otherwise accurate content.
Biased or slanted reporting: coverage that selectively
emphasises particular perspectives or facts.

Media literacy is the primary defence against believing or
spreading false information. Critical thinking underpins this
competence. Following this practical verification checklist before
sharing keeps a modern citizen away from harm’s way:

1. Check the source — confirm the website and
publisher are reputable.
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2. Verify the author — locate an author’s name and
affiliation or past work.

3. Corroborate claims — find the same facts in
independent, reliable outlets.

4. Inspect the evidence — ensure claims cite verifiable
documents, data or expert testimony.

5. Read beyond the headline — headlines can mislead;
read the full text.

6. Examine the URL and site quality — watch for
lookalike domains and poor design (e.g. “Prado” vs
“Prada”).

7. Check date and context — old or decontextualised
material can mislead.

8. Assess intent and tone — sensational, emotive or
one-sided pieces warrant extra scepticism.

9. Use verification tools — reverse-image search and
reputable fact-checking sites — and apply basic

digital-forensics techniques (metadata inspection,
frame-by-frame analysis) to verify images and video.
10. Pause before sharing — if in doubt, do not repost.
Following the verification practices above reduces
vulnerability to disinformation and helps to maintain a healthier
information ecosystem. These measures, however, are basic and
cannot fully address the rapidly evolving digital environment.
Continuous updates to media literacy programmes are therefore
required to counter emerging vectors of deception—for example,
deepfakes and algorithmically amplified misinformation—and to
provide citizens with practical digital-verification skills. Effective
mitigation also requires coordinated action by educators,
journalists, platform operators, criminologists, policymakers and
other stakeholders to strengthen information resilience while
protecting freedom of expression.
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